Chapter 63

Fundamentals of Cryptography
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Zone 0—No encryption, highest level physical security- Zone 12-All encryption, lowest level of
Secure Data Center physical security

Guest network should b
Segregated from office, and

office wireless should be
secured with tunnelling
technology

Some information, such as
projected data in conference
rooms, printers, and faxes cannot
be encrypted; increase physical
security and awareness.

Network encryption includes encryption of netwok
traffic as well as encryption of hard drives on
local PCs. Certain types of network devices, such
as firewalls, may also have hard drives.
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Zone 3 - Server/Datacenter: SKC technology. With a higher
level of physical security, virtual acces points that are
vulnerable are encrypted. Shares and other high visibility
items are encrypted. Any segments with Internet exposure
are encrypted, as is sensitive data.

N

Zore 12 - Mobility: PKC and SKC Dueto lowest level of

physical security, remote wiping capabilities, self data

destruction or inreased physical security. Whole drive
encryption.

Zone 6 - Desktop: Blend of SKC and PKC technologies.

Network encryption indudes encryption of network traffic

as well as encryption of hard drives on local PCs. Certain

types of network devices, such as firewalls, may also have
hard drives.

Zone 7 - Desktop Email leverages PKC for all sensitive

email communications. A policy is developed to group all

external commmunications into this zone, with a
comprehensive policy that covers encryption and creates a

standard.

Zone 9 - Wireless Security: PKC: Network encryption

indudes encryption of network traffic as well as encryption
of hard drives an local PCs. Certain types of network

devices, such as firewalls, may also have hard drives.
In this reference, the dock-face approach is used to assign zones to each element of the infrastructure. It is segmented by the mobility

and physical security of the device, and the operating network, as well as by the possibility of exposure of the data to external

elements, such as external email recipients.
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